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Warning!

This is a class A product. In a domestic environment this
product may cause radio interference in which case the user
may be required to take adequate measures.

This equipment has been tested and found to comply with the
limits for a Class A digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment
is operated in a commercial environment. This equipment
generates, uses and can radiate radio frequency energy and,
if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communi-
cations. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will
be required to correct the interference at his own expense.
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Packing List

The complete CN-6000 package consists of:

*

CN-6000 KVM on the Net™ Control Unit
CS Custom KVM Cable Set

Power Adapter

Rack Mount Kit

Software CD*

User Manual®

Quick Start Guide

*
L S S N = =

Check to make sure that all the components are present and that nothing was
damaged in shipping. If you encounter a problem, contact your dealer.

1 An AP version of the CN-6000 software is located on the software CD.

2 User Manuasin PDF format for both this version and the AP version of the
CN-6000 are located on the software CD.

Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the unit, and/or any of the
devices connected to it.

© Copyright 2003-2004 ATEN® International Co., Ltd.
Manual Part No. PAPE-0227-200
Printed in Taiwan 10/2004

All brand names and trademarks are the registered property of their respective owners.
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About This Manual

This User Manual is provided to help you get the most from your CN-6000
system. It covers all aspects of installation, configuration and operation. An
overview of the information found in the manual is provided below.

Overview

Chapter 1, Introduction, introduces you to the CN-6000 System. Its
purpose, features and benefits are described.

Chapter 2, Hardware Setup, presentsthe front and back panel components,
and explains how to connect the CN-6000 to your server or KVM switch and
the Internet.

Chapter 3, Getting Started, describes how to log into the CN-6000, and the
screen elements that appear on the opening page.

Chapter 4, The Administrator Utility, explains how to connect to the
CN-6000 as an administrator; and how to configure the CN-6000 for operation.

Chapter 5, The Windows Client, explains how to run the Windows Client
Software; how to connect to the CN-6000 and how to remotely control the
connected server (or serversviaaKVM switch).

Chapter 6, The Java Client, explains how to run the Java Client Software;
how to connect to the CN-6000 and how to remotely control the connected
server (or serversviaaKVM switch).

Chapter 7, The Log File, describes how to use the log file utility to view all
the events that take place on the CN-6000.

An Appendix provides specifications and other technical information
regarding the CN-6000.

Vi
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Conventions

This manual uses the following conventions:

Courier Indicatestext that you should key in.

[1 Indicates keys you should press. For example, [Enter] means to
press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:

[Ctrl+Alt].

1 Numbered lists represent procedures with sequential steps.

. Bullet lists provide information, but do not involve sequential
steps.

> Indicates sel ecting an option on amenu. For example, Start > Run

means to open the Sart menu, and then select Run.

A Indicates critical information.

Vil
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Notes:
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Chapter 1.
Introduction

Overview

The CN-6000 is a control unit that allows operators to monitor and access their
computers from remote locations using a standard Internet browser. The
CN-6000 connectsto the Internet, an Intranet, LAN, or WAN using industry
standard Category 5 cable, then uses KVM cable to connect to alocal KVM
switch or server.

Because the CN-6000 uses TCP/IP for its communications protocol, the server
or KVM switch it is connected to can be accessed from any computer on the
Net - whether that computer is located down the hall, down the street, or
half-way around the world.

Operators at remote locations connect to the CN-6000 viaits | P address. Once
a connection has been established and authorization granted, the remote
computer can exchange keyboard, video and mouse signals with the server (or
serverson aKVM switch installation), just asif they were physically present
and working on the equipment directly.
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With its advanced security features, the CN-6000 is the fastest, most reliable,
most cost effective way to remotely access and manage widely distributed
multiple computer installations.

The Administrator and Client software included with the CN-6000 make it easy
toinstall, maintain, and operate. System administrators can handle a multitude
of tasks with ease - from installing and running GUI applications, to BIOS
level troubleshooting, routine monitoring, concurrent maintenance, system
administration, rebooting and even pre-booting functions.

The Administrator Utility is used to configure the system; limit access from
remote computers, manage users, and maintain the system with firmware and
software modul e updates.

Both a Windows GUI Client and a Java Client are provided for 1P connection
and login from anywhere on the net. Inclusion of a Java-based client ensures
that the CN-6000 is platform independent, and is able to work with all
operating systems.

The client software alows access to, and control of, the connected servers.
Once an operator successfully connects and logsin, his screen displays what is
running on the remote unit attached to the CN-6000 (a KVM OSD display, a
server’s desktop, or arunning program, for example) and he can control it from
his console just as if he were there.

The Log Server records all the events that take place on selected CN-6000 units
for the administrator to analyze.

Y our CN-6000 investment is protected by a Firmware Upgrade Utility. You
can stay current with the latest functionality improvements by downloading
firmware update files from our website as they become available, and then
using the utility to quickly and conveniently perform the upgrade.
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Features

+ Remote access of KVM switches or serversviaLAN, WAN, or the Internet;
control your installation from down the hall, down the street, or half-way
around the world

¢ Supports 10Base-T, 100Base-T, TCP/IP, HTTP

+ Advanced security featuresinclude password protection and advanced
encryption technologies

+ High video resolution: up to 1280 x 1024 @ 75Hz; 1600 x 1200 @ 60Hz

+ Windows GUI and Java-based client software; Java client works with all
operating systems

¢ Upgradeable firmware via RJ45 Ethernet connection
* Supports creation of up to 64 user accounts
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System Requirements

+ For best results we recommend that the computers used to access the
CN-6000 control unit have at least aP |11 1 GHz processor, and that the
screen resolution is set to 1024 x 768.

* Browsers must support 128 hit data encryption.

+ For best results we recommend that the internet connection speed be at least
128 kbps.

+ For the Windows Client, you must have DirectX 7.0 or higher installed.
+ For the Java Client, you must have Sun’s Java 2 (1.4 or higher).

+ For the Log Server, you must have the Microsoft Jet OLEDB 4.0 or higher
driver installed.

¢ Only non-interlaced video signals at the following resolutions and refresh
rates are supported:

Resolution Refresh Rates
640 x 480 60, 70, 75, 85, 90, 100, 120
720 x 400 70, 75
800 x 600 56, 60, 70, 75, 85, 90, 100, 120
1024 x 768 60, 70, 75, 85, 90, 100
1152 x 864 60, 70, 75, 85
1280 x 1024 60, 70, 75
1600 x 1200 60




Front View

Chapter 2.
Hardware Setup

1. Reset/Firmware
Upgrade Switch

Pressing and holding this switch in while powering ON the
CN-6000 returns it to the factory default firmware level.

After the CN-6000 has been powered ON, pressing and
holding this switch in for more that two seconds performs a
system reset.

Note: This switch is recessed and must be pushed with a thin
object - such as the end of a paper clip, or a ballpoint pen.

2. Data Speed LED

The LED lights GREEN to indicate 10 Mbps data
transmission speed.

The LED lights ORANGE to indicate 100 Mbps data
transmission speed.

3. Link LED

Flashes GREEN to indicate that a Client program is
accessing the device.

4. Power LED

Lights ORANGE when the CN-6000 is powered up and
ready to operate.
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Rear View

1. KVM Port

The KVM cable (supplied with this package) that links the
CN-6000 to your KVM switch or server plugs in here.

2. Local Console
Section

The CN-6000 can be accessed via a local console as well
as over the Net. The cables for the local console (keyboard,
monitor, and mouse) plug in here. Each port is color coded
and marked with an appropriate icon to indicate itself.

3. RJ-45 Port

The cable that connects the CN-6000 to the Internet server
plugs in here.

4. RS-232 Port

The RS-232 port is made available for use with a Power
over the NET™ remote power management module.
Contact your dealer for details.

5. Power Jack

The power adapter cable plugs in here.
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Installation

1. Make surethat power to any devices you will be connecting up have
been turned off. Y ou must unplug the power cords of any computers
that have the Keyboard Power On function.

2. Make surethat al deviceson theinstallation are properly grounded.

To install the CN-6000, refer to the diagram below (the diagram numbers
correspond to the numbered steps), and do the following:

1. Plug thelocal administrator’s keyboard, mouse, and monitor into the unit’s
Console Ports.

2. Usethe KVM cable provided with this package to connect the CN-6000's
KVM Port, to the Keyboard, Video and Mouse ports of the server or KVM
switch that you are installing.

3. Plugthe LAN or WAN cableinto the CN-6000's RJ-45 socket.
4. Power up your server or KVM installation.

5. Plug the power adapter cable into the CN-6000' s power jack, then plug the
power adapter into an AC power source.
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Chapter 3.
Getting Started

Logging In

CN-6000 is Internet browser based. To begin:

1. Open your browser and specify the IP address of the CN-6000 you want to
access in the browser’s URL location bar.
Note: 1. Get the |P address from the CN-6000 administrator.

2. If you are the administrator, and are logging in for the first time,
the various ways to determine the CN-6000' s | P address are
described in the Appendix on p. 43.

2. A Security Alert dialog box appears. Accept the certificate. The CN-6000
login page appears:

N— g —c {7

General Metwiark Security User Manager Customization Firmware

CNG0DO0 Login

v ' User hame: I

Apply Password: I

‘=\ ‘ Lagin I Reset

‘indows Client
&i‘
Java Client
@
g
Power Manégement
Log
L[

.

Logouk

é\TE N Copyright {c) 2004 ATEN International Co., Lkd,
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3. Provide avalid Username and Password (set by the CN-6000
administrator), then Click L ogin to continue.

Note: 1. If you are the administrator, and are logging in for the first time,
use the default Username: administrator; and the default
Password: password. For security purposes, we strongly
recommend you remove these and give yourself a unique
Username and Password (see User Manager, p. 20).

2. If you supplied an invalid login, the authentication routine will
return this message: Invalid Username or Password. Please try
again. If you see this message, log in again being careful with the
Username and Password.

10



Getting Started

Screen Elements

Theicons arranged horizontally across the top of the page are linked to the
administration utilities, which are used to configure the CN-6000. Y our ability
to make configuration changes depends on the permissions associated with
your login information (see User Managment, p. 20). Use of the administrative
functionsis discussed in Chapter 4.

Theicons arranged vertically down the left side of the page are used to operate
the CN-6000. Their purpose is discussed in the table below:

Icon Purpose

o Saves the changes you make in the administration dialog boxes
g (see the Administration chapter), but does not implement the

Apply changes. The changes only go into effect when you enable Reset

on exit (see p. 22 for details) and log out.

\ Allows users to connect to the CN-6000 using Windows software,
: - - and to remotely control the connected server (or servers via a
Sindows Client .
KVM switch).
2 For platform independence, the Java client allows users that have
<3 Java installed to connect to the CN-6000 and to remotely control
et the connected server (or servers via a KVM switch).
_E,] ( If a Power over the NET™ module is connected to your
D 5 installation, clicking this icon will bring up its interface.
Power Management
= All the events that take place on the CN-6000 are recorded in a
O log file (see Network p. 15 for details). Clicking this icon displays
Log the contents of the log file.
e Click this icon to log out and end your CN-6000 session.
.
e Note: It is important to log out when you end your session.

Otherwise, you must wait until the timout setting has expired
before the CN-6000 can be accessed again. (See Time out
control under the Customization dialog box, p. 22.)

11
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Notes:
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Chapter 4.
Administration

Introduction

The administration utilities, represented by the icons located across the top of
the CN-6000 web page, are used to configure the CN-6000 for operation.

General Metwiark Security User Manager Customization Firmware

@\ﬁ S 3§ o>t

CNG000 Login

\(f User Mame: I
Aoply Password: I
‘_\ ‘ Laogin I Reset

‘windaws Client

—
Java Client

Power Management
Log
L 38
"

Lug;ut

é\TE N Copyright {c) 2004 ATEN International Ca., Ltd.

This chapter discusses each of them in turn. Asyou make your configuration
changes, Click the Apply icon at the upper left of the web page to save the changes
in the CN-6000' s configuration file. To have the changes actualy take effect, you
have to put a check in the Reset on Exit box (see Customization, p. 22), and log out.

Note: If you don't have Configuration privileges (see User Management, p.
20) the Administration configuration dialogs are available for viewing,
but the input fields are disabled, and cannot be changed.

13
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General

Once you login, the General panel displays on the web page:

Device Name:

JATEN-RDZ-5YR

MAL Address:

fJoo-10-74-31-00-32

Firmware Yersion:

1 .4.138

Itisthefirst of the Administration pages, and provides information about the
CN-6000’s status.

An explanation of each of the fieldsis given in the table below:

Device Name: To make it easier to manage installations that have more
than one CN-6000, each one can be given a name. To
assign a name for the CN-6000, key in one of your
choosing here (15 characters max.).

MAC Address: The CN-6000’'s MAC Address displays here.

Firmware Version: Indicates the CN-6000'’s current firmware version level.

Note: New versions of the CN-6000's firmware can be downloaded from our
website as they become available, (see p. 23 for details).

14
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Network

The Network dialog is used to specify the CN-6000’ s network environment.

Access Port

Progmm: @000

Java: ooz
IP Address
@ Cbtain an IP addess auto matically

L Set IP address manually

MAC Addmess: FDD 1240003 ES

Part: [a[uR]

Access Port

Asasecurity measure, if afirewall is being used, the Administrator can specfy
the port numbers that the firewall will allow (and set the firewall accordingly).
Users must specify the port number as part of the IP address when they log in
to the CN-6000. If an invalid port number (or no port number) is specified, the
CN-6000 will not be found.

Note: If thereisno firewall (on an Intranet, for example), it doesn’t matter
what these numbers are set to, since they have no effect.

An explanation of the fieldsis given in the table below:

Program: This is the port number that must be specified when connecting
from the Administrator and Windows Client software programs.
Valid entries are from 1024 - 60,000.

Java: This is the port number used for Java Client connections. Valid
entries are from 0 - 65535.

15
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IP Address

The CN-6000 can either have its | P address assigned dynamically at bootup
(DHCP), or it can be given afixed |P address.

+ For dynamic I P address assignment, select the Obtain an IP address
automatically, radio button.

Note: If the CN-6000 is on anetwork that uses DHCP to assign network
addresses, and you need to ascertain its | P address, see |IP Address
Determination, p. 43, for information.

+ To specify afixed IP address, select the Set 1P address manually, radio
button and fill in the IP address.

Log Server:

Important transactions that occur on the CN-6000, such aslogins and internal
status messages, are kept in an automatically generated log file.

Specify the MAC address and a Port number for the server you want the log
server software to reside on.

16
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Security

The Security pageis used to control access to the CN-6000.

User Station Filters

I7 IP Fittar Enable () include r exclude

(KN

|7 MAC Filter Enable (“ include r exclude

s

Add
Edit

Remowve

-

Default Java progmm name:
Ebpsge.htm

Admin Station Filters

¢ |Pand MAC Filters permit or deny access to the CN-6000 for specific IP and
MAC addresses attempting to access the system.

+ The Default Java program name lets the Administrator specify the page
that the user connects to when he accesses the CN-6000 with his browser.
The user must include the name of this page in the | P address, or he will not
be granted access. For security purposes, we recommend that you change
the name of this page from time to time.

Note: If no pageis specified here, anyone will be able to access the
CN-6000 with the IP address alone. Thisis avery insecure situation.

+ Admin station filters specify which MAC addresses are allowed to access
the CN-6000 configuration dialogs. If nothing is specified here, there are no
restrictions.

Note: Adminstration filtering is only supported in the AP version of the
Administrator Utility. The AP version islocated on the CD that
came with this package.

17
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Filtering

There are amaximum of 100 filters allowed for each category: User I1Ps; User
MACs, and Administrator MACs. User Station filtered items (IPs and MACs)
can be specified asincluded or excluded by highlighting the item and clicking
theinclude or exclude radio button.

+ If theinclude button is checked, all the addresses within the filter range are
allowed access to the CN-6000; al other addresses are denied access.

+ |If the exclude button is checked, all the addresses within the filter range are
denied access to the CN-6000; all other addresses are allowed access.

User Station Filtering - IPs:

To enable 1P filtering for User Stations, Click to put a check mark in the IP
Filter enable checkbox.

To add afilter:

1. Select whether to include or exclude thefilter.

2. Click Add. A dialog box similar to the one below appears:

Explorer Uzer Prompt

Enter the start IP address [for example, 192 168.01]:
Cancel |
[

3. Specify thefilter address in the dial og box, then Click OK.

Each IPfilter can consist of a single address, or arange of addresses.
Therefore, asecond dialog box similar to the one below appears:

Explorer User Prompt

Enter the end IP address [for example, 192.168.1.255]:
Cancel |

18
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4. Tofilter asingle IP address, key in the same address asthe start IP. To filter
a continuous range of addresses, key in the end number of the range.

5. Repeat these steps for any additional | P addresses you want to filter.

Todeleteafilter, selectit and Click Remove. To modify afilter, selectit and Click
Edit. The Edit dialog box is similar to the Add dialog box. When it comes up,
simply delete the old address and replace it with the new one.

User Station Filtering - MACs:

To enable MAC filtering for User Stations, Click to put a check mark in the
MAC Filter enable checkbox.

To add afilter:

1. Select whether to include or exclude thefilter.

2. Click Add. A dialog box similar to the one below appears:

Explorer User Prompt

Enter the MAC address [for example, 004854E55511);
Cancel |

3. Specify thefilter addressin the dial og box, then Click OK.
4. Repeat these steps for any additional MAC addresses you want to filter.

Todeleteafilter, select it and Click Remove. To modify afilter, selectit and Click
Edit. The Edit dialog box is similar to the Add dialog box. When it comes up,
simply delete the old address and replace it with the new one.

Administrator Station Filters:

The Administrator station filter dialog boxes are similar to the MAC filter
diaog boxes for User Stations.

19
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User Manager

This configuration dialog is used to manage user profiles.

administrator

sermio |
User Mame: l—
Password: I—
Confirm: I—
Description: I—

Fermissions! [~ canfigure

I~ Java Clisnt

Reset |

Add | Update I Remove |

A maximum of 64 user profiles can be created.

To add auser, fill in the information asked for in the User Info dialog box
and Click Add.

To delete auser profile, select it from thelist in the upper panel, and Click
Remove.

To modify a user profile, select it from thelist in the upper panel; change
the information shown in the User Info dialog box; and Click Update.

The Reset button clears all the information shown in the User Info dialog
box fields.

20
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An explanation of the profile itemsis given in the table below:

Username A minimum of 6 and a maximum of 15 characters is allowed.
Password A minimum of 8 and a maximum of 15 characters is allowed.
Confirm Password To be sure there is no mistake in the password you are

asked to enter it again. The two entries must match.

Description Additional information about the user that you may wish to
include.
Permissions By default, all users may access the CN-6000 via the

Windows Client software.

1. Checking Configure gives a User administrator
priveleges, allowing him to set up and modify the CN-6000’s
operating environment.

2. Checking Java client allows a User to access the
CN-6000 via the Java Client software.

21
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Customization

This configuration dialog alows the Administrator to set Timeout, Login failure,
and Working mode parameters.

Time out control

Tirme ouk: ISD minukes

Login Failure

Login Failures allowed: |5

Login Failure time ouk: |3 minutes

Working mode

i

Multiuser operation

™ Enable stealth mode

Enable echo mode

| ¥ Enahbls

Reset config

| T Reset on exit

An explanation of the Customization parametersis given in the table below:

Time out Control

If the CN-6000 doesn't receive any input from a computer that is
accessing it with the Windows or Java client for the amount of time
specified here, it ends the connection.

Login failure

Login failures allowed, sets the number of consecutive failed
login attempts that are permitted from a remote computer. Login
failure timeout, sets the amount of time a remote computer must
wait before attempting to login again after it has exceeded the
number of allowed failures.

Working Mode

If Stealth Mode is enabled, the CN-6000 cannot be pinged. If Echo
Mode is disabled, the CN-6000 will not show up in the list of local
CN-6000 units. See the CN-6000 AP version manual (provided on
the CD that came with this package) for details.

Multiuser Operation

Enabling Multiuser operation permits more than one user to log
into the CN-6000 at the same time.

Reset on exit

Placing a check here causes the CN-6000 to reset itself and
implement all the new changes when you log out. A wait of
approximately 30 to 60 seconds is hecessary before logging in
following the reset.

22
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Firmware

New versions of the CN-6000 firmware can be downloaded from our website:

www.aten.com.tw

as they become available. To upgrade the firmware, do the following:

1

N o g M w

After downloading the new firmware file to your compuiter, click the
Firmware icon to open the Firmware configuration dial og:

Browss... |

Upload |

Click the Browse button; navigate to the directory that the new firmware
file was downloaded to, and select it.

Click Upload.

After the upload completes, click the Apply icon at the left of the web page.
Enable the Reset on exit checkbox (see Customization, p. 22).

Click the Apply icon at the |eft of the web page, again.

Click the L ogout icon at the upper right of the web page (see p. 9) to exit
and reset the CN-6000.

23
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Notes:
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Chapter 5.
The Windows Client

Starting Up

To access the CN-6000 with the Windows Client software:

1. After youlogin, Click the Windows Client icon at the left of the web page
(seep. 9).

Note: You must have DirectX 7.0 or higher installed on your computer. If
not, the Client program will not load.

2. Inthe dialog box that comes up, click Open.

Note: 1. If the browser cannot run the program, saveit to disk, instead.
Then, with your browser still open to the CN-6000 web page, run
the file from your disk.

2. If you use the save to disk method, for security purposes, you
cannot ssimply run a previously downloaded version of the
program. Each time you want to access the CN-6000, you must
log in to the web page with avalid username and password to
download afresh copy of the program.

3. When a connection to the CN-6000 has been established, a screen similar to
the one below appears:

'win32 Client 1.5.141 E3
Connected ko 10.0.1.143. -
ATEN H
Win32 Clignt 1.5.141
——

¥ Full Screen Mode

[V keep Screen Size

Exit

Copyight[C] 2004 ATEN Intemnational Co., Ltd.

25
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Note: 1. If Full Screen Modeis enabled (there is a checkmark in the box),
the remote display fills the entire screen of your local monitor.

2. If Full Screen Mode is not enabled (there is no checkmark in the
box), the remote display appears as awindow on your desktop. If
the remote screen is larger than what is able to fit in the window,
move the mouse pointer to the screen border that is closest to the
areayou want to view and the screen will scroll.

Clicking the push pin icon in thetitle bar will cause the window to
remain on top of all other open windows on your desktop.

3. If Keep Screen Szeisnot enabled (there is no checkmark in the
box), the remote screen is resized to fit the resolution of your local
monitor.

4. If Keep Screen Szeis enabled (there is a checkmark in the box),
the remote screen is not resized.

+ If theremote resolution is smaller, its display appears
like awindow centered on your screen.

+ If theremoteresolution islarger, itsdisplay is centered on
your screen. To accessthe areasthat are off screen, move
the mouse to the corner of the screen thet is closest to the
areayou want to view and the screen will scroll.

4. Click Switch to take over console control of the unit that the CN-6000 is
connected to.

26
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Operation

Once the Switch to the CN-6000 has been accomplished, the remote system’s
video output is captured and displayed on your monitor. At the same time, your
local keystroke and mouse input is captured and sent to the remote system.

OSD Control Panel

A small OSD control panel opens at the lower right hand corner of the screen:

The panel consists of an icon bar at the top, with two text bars below it.
Initially, the text bars display the video resolution and | P address of the device
at the remote location. As the mouse pointer moves over theicons, the
information in the text bars changes to describe the icon’ s function. The
functions that the icons perform is described in the table below.

Icon Function
@ Drag the OSD display to another position on the screen by clicking
and holding on the hand while you move the mouse.
e Click to bring up the Hotkey Setup dialog box (see p. 30 for details).
=l
) Click to bring up the Video Adjustment dialog box. Right click to do a
fast Auto Sync (see p. 32 for details).
(IF}; Click to exit the Windows Client control of the remote unit.
(Space) Hover over the space to see the video resolution and IP address of

the device at the remote location.

o 0 0 These LEDs show the Num Lock, Caps Lock, and Scroll Lock status
of the remote computer. Click on the icon to toggle the status.

Note: When you first connect, the LED display may not be accurate.
To be sure, click on the LEDs to set them.
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Keystrokes

Except for [Alt + Tab] and [Ctr] + Alt + Del], the effect of all keyboard input
takes place on the remote computer . The above two combinations are retained
on the local system to switch among applications and to recover from disaster.
In order to provide the [Alt + Tab] and [Ctrl + Alt + Del] functions on the
remote system, a Function key (F1 - F12) can be selected as a substitute for the

[Alf] key.

For example, if you choose [ F12] as the substitute, then [F12 + Tab] would
switch among apps on the remote system, and [Ctr| + F12 + Del], would be the
disaster recovery combination. See Configuring the Hotkeys on p. 32 for details
on setting up a substitute key.

Note: While any Function Key can be used for the Substitute key, you must
not use one that is being used for another action.

Mouse Synchronization

Until you close the CN-6000 connection, mouse movements have no effect on
your local system, but are captured and sent to the remote system, instead.

From time to time, especially if you change video resolution, the local mouse
movement may no longer be synchronized with the remote system’s mouse
pointer. There are three quick methods that can be used to bring the two
pointers back into sync: 1) Moving the mouse pointer over the Arrow in the
OSD panel and right clicking; 2) Moving the mouse pointer into the OSD panel
and then moving it back out again; and 3) Performing an Auto Sync with the
Video Adjustment function (see Video Adjustment, p. 32 for details).

If performing these actions doesn’t resolve the problem, do the following;:

1. Invoke the Adjust Mouse action with the Adjust Mouse hotkeys (see p. 31
for details).

2. Movethelocal mouse pointer exactly on top of the remote mouse pointer
and Click.

If these procedures still do not help, set the mouse speed and acceleration for the
computer (or computers viaKVM switch) connected to the CN-6000 as follows:
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Windows 2000:

Set the mouse speed to the middle position; set the mouse acceleration to None
(Control Panel — Mouse — Mouse Properties — Motion):

2

Buttons | Pointers:  Motion |Haﬂwa|e|

—Accaleraion
|——;_ Aucfust how much pour pointer accelerales &5
T voumoveit faster
 Hond  Low " Medum " High
— Snap b default

il: I [~ Meve paiter bo the dedaul button in dislog boses

oK I Cancel Lpok

Windows XP/Server 2003:

Set the mouse speed to the middle position; disable Enhance Pointer Precision
(Control Panel — Printers and Other Hardware — Mouse — Pointer Options):

Mouse Properties Elg‘

Bultons | Fointers | Pointer Options | whes! | Hardware

Motion

- Select a pointer speed:

Slow J Fast
[] Enhance pointer precision

Snap To

] Automatically move pinter to the default button in a
dialog box
=

Wisibility

[% [ Display pointes tsils
I::‘ [#] Hide poirter while typing

[[] Show location of pointer when | press the CTAL key
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WinMe:

Set the mouse speed to the 5th position; disable mouse acceleration (click
Advanced to get the dialog box for this).

WiIinNT / Win98 / Win95:
Set the mouse speed to the dlowest position.

Hotkeys

The Hotkey Setup Screen:

Various configuration actions related to the keyboard, video, and mouse can be
performed via hotkey combinations. The Hotkey setup utility is accessed by
clicking the Keyboard icon on the OSD Control Panel. The actions performed
by the Hotkeys are listed in the left column; the currently defined keys that
invoke the actions are shown in the column to the right.

Actions; Hotkeys:

st video, F5.FEF7.

Toggle O30 FS.F10.F11.
Toggle mouze dizplay F11.F10,F3.
Adjust mouse. FE.F7FE.
Substitute alt key F1z.

Keys: I

Start | St | Sef |
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An explanation of the actionsis given in the table, below:

Action

Explanation

Exit remote location

Break the connection to the CN-6000 and return to local
operation.

Adjust Video

Bring up the video adjustment utility.

Toggle OSD

Toggles the OSD display Off and On.

Toggle mouse display

If you find the display of the two mouse pointers (local and
remote) to be confusing or annoying, you can use this
function to shrink the non-functioning pointer down to a
barely-noticeable tiny circle - which can be ignored. Since
this function is a toggle - use the hotkeys again to bring the
mouse display back to its original configuration.

Adjust mouse

This utility synchronizes the local and remote mouse
movements following a video resolution change. After
invoking this utility, simply click the local mouse pointer on
top of the remote mouse pointer.

Substitute Alt key

Although all other keyboard input is captured and sent to the
CN-6000, [Alt + Tab] and [Ctrl + Alt + Del] work on your local
computer. In order to implement their effects on the remote
system, a function key is be substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 +
Tab] and [Ctrl + F12 + Del].

Note: Toinvoke an action, you must press and release the keys one key at a
time - do not chord the keys.
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Configuring the Hotkeys

If you find the default Hotkey combinations inconvenient, you can configure
them to whatever suits your taste, as follows:

1. Highlight the Action, then Click Start

2. Key in the Function keys (one at atime). The key names appear in the Key
field as you press them.

3. When you have finished keying in your sequence, Click Stop
4. Click Set
5. Repeat for any other actions you wish to set up

Note: You can use the same function keys for more than one action, aslong as
thefirst key is not the same. For example, you can use F1 F2 F3 for
one action; F2 F1 F3 for another; F3 F2 F1 for athird, etc.

Video Adjustment

Y ou can adjust the placement and the picture quality of the remote screen (as
displayed on your local monitor) with the Video Options function. To do so,
either click on the Hammer icon on the OSD Control Panel, or use the Adjust
Video hotkeys (see p. 31). The following screen appears:

Video Optlions:

Screen pozition: —RGE:
Fed Gain: ——_—
LI — —
ha ilj Green Gain: [ J—
Elue Gain: —— I—
Autn-Syncl 0 0
Kim b
Wideo Quality: - J—
Senze:
roEnsbled T J
High Loww
Cancel I
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The meanings of the adjustment options are given in the table below:

Option

Usage

Screen Position

Adjust the horizontal and vertical position of the remote
computer window by Clicking the Arrow buttons.

Auto-Sync

Click Auto-Sync to have the function detect the vertical and
horizontal offset values of the remote screen and automatically
synchronize it with the local screen.

If the local and remote mouse pointers are out of sync, in most
cases, performing this function will bring them back into sync.

Note: This function works best with a bright screen.

If you are not satisfied with the results, use the Screen Position
arrows to position the remote display manually.

RGB

Drag the slider bars to adjust the RGB (Red, Green, Blue)
values. When an RGB value is increased, the RGB component
of the image is correspondingly increased.

Video Quality

Drag the slider bar to adjust the overall Video Quality. Values
can be from 20 to 100. The larger the value, the clearer the
picture and the more video data goes throught the network.
Depending on the network bandwidth, a high value may
adversely effect response time.

Sense

If you need to adjust the gamma level of the remote video
display, put a check mark in the Enable box, then drag the slider
bar until the desired result is obtained.

33



CN-6000 User Manual

Notes:
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Chapter 6.
The Java Client

Introduction

The Java Client makes the CN-6000 accessible to al platforms. that have Java
2instaled. Java 2 is available for free download from Sun’s Javaweb site
(http://java.sun.com). To access the CN-6000 with the Java Client software:

1. After youlogin (seep. 9), Click the Java Client icon.

2. Inthe dialog box that appears, select Open.

Note: If the browser won't open the Java Client program, save the program
to disk and, with your browser still open, Launch it after the save.

After asecond or two, an Authentication progress window appears:

£ In Progress | %]

Login authenticating.... please stand by

Once the authentication procedure completes successfully, the remote
system displays on your monitor:
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Operation

Y ou can work on the remote system via the screen display on your monitor just
asif it were your local system.

The Java Client’ stoolbar is hidden in the blank area at the bottom center of the
screen.When you move the mouse pointer over this area, the toolbar appears:

$HE e OB

Note: 1. You can switch between your local and remote programs with
[Alt + Tab].

2. Dueto net lag, there might be adight delay before your keystrokes
show up. You may also have to wait a bit for the remote mouse to
catch up to your local mouse before you click.

3. Dueto net lag, or insufficient computing power on the local
machine, some images, especially motion images, may display
poorly.

4. |If thelocal and remote mouse pointers get out of sync, you can use
the Mouse Synchronization Button to bring them back into synch
(seep. 38 for details).
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The Toolbar

The Toolbar at the bottom of the screen is a Java applet that gives you control
over the KVM operations. Going from left to right on the toolbar, its functions
are asfollows:

Video:
Clicking the first button brings up the Video Settings dialog box:

AT

Auto-Syne Blue:

Gulity:

oK ‘ ‘ Cancel

Thisis similar to the Adjust Video feature of the Windows Client. See p. 32 for
details about its use.

Note: We recommend that you perform an Autosync right after you connect
for improved mouse synchronization.

Keypad:
Clicking the second button, brings up the Keypad. & Kep Pad |3
Since some locally input keyboard combinations can [ Reset |

not be captured and sent to the CN-6000, the Keypad

provides a one-click implementation of their actions on Ctrl-Esc
the remote system. Alt-Tab
PrintScrn
Tah

*
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Mouse:

At timesthe local mouse movement may lose sync with the remote mouse
movement. Y ou can try getting them back in sync with a fast mouse
synchronization by moving the mouse pointer down into the Java Client
toolbar. If that doesn’t help, do an Autosync (as discussed on the previous

page).

If an Autosync doesn’t resolve the problem the Mouse Synchronization
function can get them back into sync. Thisis similar to the Mouse
Synchronization feature of the Windows Client (see p. 28 for details).

1. Click the Mouse Synchronization button.
The remote mouse pointer moves to the upper |eft area of the screen.

2. Moveyour loca mouse pointer directly over the remote mouse pointer and Click.

Lock LEDs:

These LEDs show the Num Lock, Caps Lock, and Scroll Lock status of the
remote computer. Click on theicon to toggle the status.

Note: When you first connect, the LED display may not be accurate. To be
sure, click on the LEDs to set them.

The i Button:
Clicking this button provides information about the Java Client.

The ? Button:
Clicking this button brings up the Java Client Help pages.

Exit:
Click this button to exit the Java Client program and return to local operation.
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Chapter 7.
The Log File

The Log File Screen

The CN-6000 logs all the events that take place on it. Following areset, it
writes them to alog file, which is a searchable database. To view the contents
of thelog file, click the Log icon at the lower |eft of the page. A screen similar
to the one below appears:

N P D ® > 1

nggra] Metwork Security User Manager Custarnization Firrmware

CMS000 Log Information

. 2003-11-10 =
\F‘f e
Apply

11:25:480 DHCP: Discovering...

112548 DHGP: Fequesting
‘_\ 11:25:51 DHGP: Discovering. .
= 1125:51 DHCP: Requesting. .
112555 DHGP: Discovering

1125:55 DHGP: Fequssting. .

Windows Client

& 11:25:57 DHCP: Discovering...
e Client 11:25:57 DHCP: Rquesting. ..
1125550 DHCP: Discovering
i.;JJ ( 11:25:50 DHOP: Requesting. ..
29y 11:26:01 DHGP: Discovering. .
Pawer Management 11:26:01 DHCP: Requesting. .
11:26:01 Accept new IP : 100.0.0.001
2003-11-11
02:15:48  Userfom 00-00-00-00-41-EB 100.0.0.102 scanning part = 135.
02:15:58  Userfom 00-00-00-00-A1-EB 100.0.0.100 scanning port = 135.
Wil
B =l

Logout ;

é\TEN Copyright (c) 2004 ATEM International Ca., Ltd.

To clear thelog file, click on the Clear Log icon at the lower right of the page.
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Notes:
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Specifications

Appendix

Function Specification

Connectors Console 1 x 6 pin mini-DIN F - Keyboard

Ports 1 x 6 pin mini-DIN F - Mouse

1 x HDB-15 F - Video

KVM Link 1 x SPHD-15 F

LAN 1 x RJ-45 Receptacle

PON* 1 x RS-232

Power 1 x DC Jack (5V; 2.6A)
LEDs Power 1 (Orange)

Link 1 (Green)

10/100 Mbps | 1 (Green/Orange)
Video Up to 1600 x 1200 @ 60 Hz

Power Consumption

DC5V; 7W

Protocols

10BaseT Ethernet; 100BaseT Fast Ethernet;
TCP/IP; HTTP

Environment

Operating Temperature: 0 - 50° C
Storage Temperature: -20 - 60° C
Humidity: 0 - 80% RH

Housing Metal
Weight 0.51kg
Dimensions (L x W x H) 20x8x2.5cm

1 Power Over the Net
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Rack Mounting

For convenience and flexibility, the CN-6000 can be mounted on a system
rack. To rack mount the unit do the following:

1. Screw the mounting bracket into the top or bottom of the unit as shown in
the example diagram below.
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IP Address Determination

If you are an administrator logging in for the first time, you need to access the
CN-6000 in order to give it an IP address that users can connect to. There are
three methods to choose from. In each case, your computer must be on the
same hetwork segment as the CN-6000. If the CN-6000’ s address was set by
DHCP, Method 3 will show you what the DHCP assigned address is.

After you have connected and logged in you can give the CN-6000 its fixed
network addressin the Network Settings dialog box (see p. 15). If you want to
have the CN-6000’ s address set by DHCP and the address changes, use Method
3 to determine the new address.

Method 1: (For a fixed IP address)

When the CN-6000 starts, if it doesn’t find a DHCP environment after 30
seconds, it automatically setsits |P addressto 192.168.0.60.

1. Set your computer’s P address to 192.168.0.XXX
Where XXX represents any number or numbers except 60.

2. Specify the switch’'s default |P address (192.168.0.60) in the URL entry box
of your browser.

3. After you connect and log in, assign afixed | P address for the CN-6000 that
is suitable for the network segment that it resides on.

4. After you log out, be sure to reset your computer’s | P address to its original
value.
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Method 2: (For a fixed IP address)
A fixed |P address can a so be assigned with the ARP command as follows:

1. If the Cn-6000 is powered on, Power it off by unplugging its power adapter
cable.
2. Run the ARP command with the following arguments:

arp -s <desired ip address> <CN-6000's MAC address>

Where the IP address that you assign is one suitable for the network
segment that the CN-6000 resides on.

Note: The CN-6000's MAC address can be found on its bottom panel.
3. Power on the CN-6000

4. From your browser, log into the CN-6000 using the | P address you just
assigned.

Note: Y ou must do this within 30 seconds of powering the CN-6000 on.
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Method 3: (For a DHCP address)

For computers running Windows, the CN-6000's DHCP generated | P address
can be determined with the AdminTool utility (found on the distribution CD):

1. Doubleclick the AdminTool utility icon on the CD to install the utility on
your computer.

When the installation completes, thereis a CN6000 AdminTool icon on
your desktop.
2. Double click the CN6000 AdminTooal icon.

The utility searches the network segment for CN-6000 devices, and displays
what it finds in adialog box similar to the one below:

CME000 Administration Tool ¥1.4.138

CHEODD address Fart

|| |anuu Lagin |

CHEDDD devices
D {MAC] [ Name | IP Address |

O0-0-74-31FF03  CMEOOD  10.0.1.143 Refrash |

Exit |

Total 1 CHEODD device(s) found.

QATEN Copyight [c) 2004 ATEN Intemational Co., Ltd.

The DHCP assigned | P address appearsin the right hand column of the
CNG6000 Devices pandl:

Note: 1. If thereis more than one device in the list, use the MAC address
to pick the one you want. The CN-6000's MAC addressislocated
on its bottom panel.

2. If thelist isempty, or your device doesn’'t appear, click Refresh
to refresh the Device List.

3. Click Exit to close the utility.
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Administrator Login Failure

If you are unable to perform an Administrator login (because the Username and
Password information has become corrupted, or you have forgotten it, for
example), you can clear the login information with the following procedure:

1. Power off the CN-6000 and remove its housing.

2. Short the jJumper on the mainboard labeled J6.

Power on the switch.
When the front panel LEDs flash, power off the switch.

Remove the jumper cap from J6.

© o > W

Close the housing and start the CN-6000 back up.

After you start back up, you can use the default Username and Password
(seep. r10) tologin.
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Troubleshooting

General Operation

Problem

Resolution

Erratic Operation

If the CN-6000 is connected to a KVM switch, make
sure to power on the switch before powering on the
CN-6000.

Press and hold the Reset button (see p. 5), for longer
than three seconds.

Mouse Pointer Confusion

If you find the display of two mouse pointers (local
and remote) to be confusing or annoying, you can
use the Toggle Mouse Display function to shrink the
non-functioning pointer. See p. 31 for details.

The Windows Client

Problem

Resolution

Windows Client won't

connect to the KN9116.

DirectX 7.0 or higher must be installed on your computer.

Remote mouse pointer
is out of step.

1. Use the AutoSync feature (see Video Adjustment,
p. 32), to synch the local and remote monitors.

2. If that doesn't resolve the problem, use the
Adjust Mouse feature (see Mouse
Movement, p. 28) to bring them back in step.

3. If the two methods shown above fail to resolve the problem,
use the Toggle Mouse Display function (see p. 31).

Part of remote window
is off my monitor.

If Keep Screen Size (see p. 26) is not enabled, use the
AutoSync feature (see Video Adjustment, p. 32), to sync
the local and remote monitors. If it is enabled, see the
discussion under Config on p. 26.

The remote screen
display is rotated 90°

Enable Keep Screen Size. See the discussion under Config
on p. 26 for details.

| can’'t run Net Meeting
when the Windows
Client is running.

Enable Keep Screen Size. See the discussion under Config
on p. 26 for details.
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Sun Systems

Problem

Resolution

Video display problems with
HDB15 interface systems

(e.g., Sun Blade 1000 servers).

The display resolution should be set to 1024 x 768:

Under Text Mode:
1. Go to OK mode and issue the following commands:

setenv output-device screen:rl1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:

mé64config -res 1024x768x60

2. Log out
3. Log in

Video display problems with
13Wa3 interface systems (e.g.,
Sun Ultra servers).

The display resolution should be set to 1024 x 768:

Under Text Mode:
1. Go to OK mode and issue the following commands:

setenv output-device screen:rl1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:

ffbconfig -res 1024x768x60

2. Log out
3. Log in
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The Java Client

For mouse synchronization problems, refer to the discussion on page 38. For
connection and operation problems, see the table below:

Symptom Action
Java Client won't 1. Java 2 JRE 1.4 or higher must be installed on your computer.
connect to the
CN-6000 2. Make sure to include the correct name of the web page

when you specify the CN-6000's IP address.

3. Close the Java Client, reopen it, and try again.

Java Client Exit the program and start again.

performance
deteriorates.

The Log Server

Problem

Resolution

The Log Server program does
not run.

The Log Server requires the Microsoft Jet OLEDB
4.0 driver in order to access the database.

This driver is automatically installed with Windows
ME, 2000 and XP.

For Windows 98 or NT, you will have to go to the
Microsoft download site:

http://www.microsoft.com/data/download.htm
to retrieve the driver file:

MDAC 2.7 RTM Refresh (2.70.9001.0)
Since this driver is used in Windows Office Suite, an
alternate method of obtaining it is to install Windows

Office Suite. Once the driver file or Suite has been
installed, the Log Server will run.
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Limited Warranty

IN'NO EVENT SHALL THE DIRECT VENDOR' SLIABILITY EXCEED THE PRICE
PAID FOR THE PRODUCT FROM THE DIRECT, INDIRECT, SPECIAL, INCIDEN-
TAL OR CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OF THE
PRODUCT, DISK OR ITSDOCUMENTATION.

The direct vendor makes no warranty or representation, expressed, implied, or statutory
with respect to the contents or use of thisdocumentation, and specially disclaimsitsquality,
performance, merchantability, or fithess for any particular purpose.

The direct vendor also reserves the right to revise or update the device or documentation
without obligation to notify any individual or entity of such revisions, or update. For further
inquires please contact your direct vendor.
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Warning!

This is a class A product. In a domestic environment this
product may cause radio interference in which case the user
may be required to take adequate measures.

This equipment has been tested and found to comply with the
limits for a Class A digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment
is operated in a commercial environment. This equipment
generates, uses and can radiate radio frequency energy and,
if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communi-
cations. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will
be required to correct the interference at his own expense.
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Packing List

The complete CN-6000 package consists of:

CN-6000 KVM On the Net™ Control Unit
CS Custom KVM Cable Set

Power Adapter

Rack Mount Kit

Software CD

User Manual

Quick Start Guide

*

*
L S S N = =

Check to make sure that all the components are present and that nothing was
damaged in shipping. If you encounter a problem, contact your dealer.

Read this manual thoroughly and follow theinstallation and operation procedures
carefully to prevent any damage to the unit, and/or any of the devices connected
toit.

© Copyright 2003 ATEN® International Co., Ltd.
Manual Part No. PAPE-0227-1AT
Printed in Taiwan 10/2003

All brand names and trademarks are the registered property of their respective owners.
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About This Manual

ThisUser Manual isprovided to help you get the most from your CN-6000 system.
It covers al aspects of installation, configuration and operation. An overview of
the information found in the manual is provided below.

Overview

Chapter 1, Introduction, introduces you to the CN-6000 System. Its purpose,
features and benefits are described.

Chapter 2, Hardware Setup, presents the front and back panel components,
and explains how to connect the CN-6000 to your server or KVM switch and the
Internet.

Chapter 3, The Administrator Utility, explains how to connect to the
CN-6000 as an administrator; and how to configure the CN-6000 for operation.

Chapter 4, The Windows Client, explains how to run the Windows Client
Software; how to connect to the CN-6000 and how to remotely control the
connected server (or serversviaaKVM switch).

Chapter 5, The Java Client, explains how to run the Java Client Software;
how to connect to the CN-6000 and how to remotely control the connected server
(or serversviaaKVM switch).

Chapter 6, The Log Server, is a Windows-based administrative utility that
records all the events that take place on selected CN-6000 units and stores them
in a searchable database.

An Appendix at the end of the manual provides specifications and other
technical information regarding the CN-6000.

An Index follows the Appendix for convenient reference to the manua’s
information.

Vi
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Conventions

This manual uses the following conventions:

Courier Indicatestext that you should key in.

[1 Indicates keys you should press. For example, [Enter] means to
press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:

[Ctrl+Alt].
1 Numbered lists represent procedures with sequential steps.
. Bullet lists provide information
> Indicates sel ecting an option on amenu. For example, Start > Run

means to open the Sart menu, and then select Run.

A Indicates critical information.

Vil
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Chapter 1.
Introduction

Overview

The CN-6000 is a control unit that allows operators to monitor and access their
computers from remote locations. The CN-6000 connects to the Internet, an
Intranet, LAN, or WAN using industry standard Category 5 cable, then usesKVM
cable to connect to alocal KVM switch or server.

Since the CN-6000 uses TCP/IP for its communications protocol, the server or
KVM switch it is connected to can be accessed from any computer on the Net -
whether that computer is located down the hall, down the street, or half-way
around the world.

Operators at remote locations connect to the CN-6000 viaits IP address. Once a
connection has been established and authorization granted, operatorsof theremote
computer can exchange keyboard, video and mouse signals with the server (or
servers on a KVM switch installation), just as if they were present locally and
working on the equipment directly.
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Withitsadvanced security features, the CN-6000 isthefastest, most reliable, most
cost effective way to remotely access and manage widely distributed multiple
computer installations.

The Administrator and Client software utilites provided with the CN-6000 make
it easy to install, maintain, and operate. System administrators can handle a
multitude of tasks with ease - from installing and running GUI applications, to
BIOS level troubleshooting, routine monitoring, concurrent maintenance, system
administration, rebooting and even pre-booting functions.

The Administrator Utility is used to: configure the system; limit access from
remote computers; manage users, and maintain the system with firmware and
software module updates.

Both aWindows GUI Client and a Java Client are provided for 1P connection and
login from anywhere on the net. Inclusion of a Java-based client ensures that the
CN-6000 is platform independent, and is able to work with all operating systems.

The CN-6000's client software alows access to, and control of, the connected
servers. Once an operator successfully connects and logs in, his screen displays
what isrunning on the remote unit attached to the CN-6000 (aKVM OSD display,
aserver’sdesktop, or arunning program, for example) and he can control it from
his console just as if he were there.

The Log Server records all the events that take place on selected CN-6000 units
for the administrator to analyze.

Y our CN-6000 investment is protected by a Firmware Upgrade Utility. You can
stay current with the latest functionality improvements by downloading firmware
update files from our website as they become available, and then using the utility
to quickly and conveniently perform the upgrade.
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Features

+ Remote access of KVM switches or serversvia LAN, WAN, or the Internet;
control your installation from down the hall, down the street, or half-way
around the world

¢ Supports 10Base-T, 100Base-T, TCP/IP, HTTP

+ Advanced security featuresinclude password protection and advanced
encryption technologies

+ High video resolution: up to 1280 x 1024 @ 75Hz; 1600 x 1200 @ 60Hz

+ Windows GUI and Java-based client software; Java client works with all
operating systems

+ Upgradeable firmware via RJ45 Ethernet connection (with default F/W)
+ Supports unlimited user accounts

System Requirements

+ For best results we recommend that the computers used to access the
CN-6000 control unit have at least aP |11 1 GHz processor, and that the
screen resolution is set to 1024 x 768.

+ For the Windows Client, you must have DirectX 7.0 or higher installed.
¢ For the Java Client, you must have Sun’s Java 2 (IBM Java 1.3 or higher).

+ For the Log Server, you must have the Microsoft Jet OLEDB 4.0 or higher
driver installed.




CN-6000 User Manual

Notes:




Hardware Setup

Chapter 2.
Hardware Setup

Front View

1. Reset /Firmware Upgrade Switch

+ Pressing and holding this switch in while powering On the CN-6000 puts
the switch into Firmware Upgrade mode.

+ Pressing and holding this switch in for more that two seconds performs a
system reset.

Note: Thisswitch isrecessed and must be pushed with athin object - such
asthe end of a paper clip, or aballpoint pen.

2. 10/100 Mbps Data LED
+ TheLED lights GREEN to indicate 10 Mbps data transmission speed.
+ TheLED lights ORANGE to indicate 100 Mbps data transmission speed.

3. Link LED
Flashes GREEN to indicate that a Client program is accessing the device.

4. Power LED
Lights when the CN-6000 is powered up and ready to operate.
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Rear View

1. KVM Port

The KVM cable (supplied with this package) that links the CN-6000 to
your KVM switch or server plugsin here.

2. Local Console Section

The CN-6000 can be accessed viaalocal console aswell as over the Net.
The cablesfor thelocal console (keyboard, monitor, and mouse) plug in
here. Each port is color coded and marked with an appropriate icon to
indicate itself.

3. RJ-45 Jack
The cable that connects the CN-6000 to the Internet server plugsin here.

4. RS-232 Port
The RS-232 port isreserved at thistime.

5. Power Jack
The power adapter cable plugsin here.
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Installation

0 1. Before you begin, make sure that power to al the devices you will
be connecting up have been turned off. Y ou must unplug the power

cords of any computersthat have the Keyboard Power On function.

2. To prevent damage to your installation, make sure that al devices
on the installation are properly grounded.

To install the CN-6000, refer to the diagram below (the diagram numbers corre-
spond to the numbered steps), and do the following:

1. Plug thelocal administrator’s keyboard, mouse, and monitor into the unit’s
Console Ports.

2. Usethe KVM cable provided with this package to connect the CN-6000's
KVM Port, to the Keyboard, Video and Mouse ports of the server or KVM
switch that you are installing.

3. Plugthe LAN or WAN cableinto the CN-6000's RJ-45 socket.

4. Plug the power adapter cable into the CN-6000’s power jack, then plug the
power adapter into an AC power source.

5. Power up your server or KVM installation.
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The Administrator Utility

Chapter 3.
The Administrator Utility

Introduction

Installation

TheWindows-based Administrator Utility softwareis provided onthedistribution
CD included with this package. To install the Administrator Utility, insert the CD
into your CD-ROM drive and double click the CN6KAdmin... package icon.

The Administration Utility installation screen appears:

‘Welcome to CN6000 AdminT ool Setup

This program will install CHE000 AdminT ool anh pour
computer. |tz strongly recommended that pou exit all
Windows programs before running this Setup program.

Cancel

Follow the on-screen instructions. When theinstall ation compl etes, a CN6000Ad-
minTool icon appears on your desktop.
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Starting Up
To bring up the Administrator Utility Main Screen, Double Click the CN6K Admin-
Tool icon, or key in thefull path to the program on the command line.

If this is the first time that you are running the utility a dialog box appears
requesting you to input your serial number. The serial number can be found on
the bottom panel of the CN-6000. Key in the serial number - 5 characters per box
- then Click OK.

Senal Humber
Serial number:
|| - I - I - I Cancel |

After you correctly specify the serial number, the Administrator Utility main
screen comes up:

CHE000 Administration Tool ¥1.0.060

CHEO0D address Port
f fa000 Login |
CHEO0D devices

ID[MAL) | Mame [ IF Address |

001074-300008  aten 100179 Refiesh |

E it |

Total 1 CMEOOD device(=] found.

ATEN copight (212002 ATEN Intemational Ca., Ltd,

Since thisis thefirst time you are running the Utility, you must closeand restart
the program at this point, in order to ensure an accurate reading.

Note: You only need to do this the very first time you run the Utility.

10



The Administrator Utility

When the Utility comes back up, it searches for all the the CN-6000 devices
installed on the local LAN segment and displays the results in the large central
panel (CN-6000 devices).

*

*

If the unit you wish to configure appears in the listbox, Double Click it.

If the unit you want doesn’t appear in the listbox, key inits |P addressin the
CN-6000 address field, and its Port number in the Port box, then Click

Note: 1. The Port number that correspondsto a unit’s IP addressis set by the

Administrator on the Network configuration page (see p. 16 for
details).

. Clicking the Refresh button causes the utility to rescan the local

LAN segment for CN-6000 devices.

. If the utlity fails to connect to a unit that you specified, it assigns

another free IP address (if one exists), to that device and attemptsto
connect again.

. When the Administrator Utility searches for CN-6000 devices, if it

finds them in different network segments (one at 10.0.0.xxx, and
another at 216.0.0.xxx, for example), it will attempt to substitute a
dynamic IP address (10.0.0.111, for example).

11
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Logging In

Oncethe Administrator Utility connnectsto theunit you specified, alogin window
appears:

Login: 198.62.0.10

Uzername: ||
Pasgwiord: I
Login I Cancel |

Only those who have Configuration privileges (see User Management; Permis-
sions, p. 22) are alowed to log in.

Provide avalid Username and Password, then Click L ogin to continue.

Note: The default Username is administrator; the default Password is
password. Y ou can change these to whatever you prefer (see User
Management, p. 21) after you have logged in.

While the Utility processes the login request, the following message apperars:

Message

Client/server authenticating ... Please stand by,

[ |

Note: If you supplied aninvalid login, the authentication routine will return a
message informing you that the “server isbusy.” Thisisdoneasa
security measure to confuse and discourage hackers from trying to
discover avalid Username and Password. If you see this message, try
logging in again being careful with the Username and Password

12
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If you successfully log in to the CN-6000 with the default username and password,
the following message appears:

Important E

& Flease change the default username and password ta your own username and password!

For security purposes, be sure to change the default Username and Password to
something unique (see User Management, p. 21).

13
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The Settings Notebook

Overview

After successfully logging in, the Settings notebook appears (see p. 15).

There are five tabs, each representing a different administrative function. A
description of the functions how to configure their settings is provided in the
sections that follow.

Uploading Changes

When the Settings have been configured to your satisfaction and you are ready to
upload the changes to the CN-6000:

1. Click OK (at the bottom of the Settings notebook), to start the updating
procedure.When updating has finished, the following message appears:

Meszage

Parameters have been set.

2. Click OK and you return to the Administration Utility device selection
window (seep.10).

Note: Any changes you made to the IP or MAC address settings will show
up after you Click Refresh.

If you decide you want to abandon the changes you made and return the settings
to the values they had before you ran the Utility, Click Cancel.(at the bottom of
the Settings notebook).

14
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General

The General page provides information about the CN-6000’ s status.

CHNEGO00 Settings ... x|

General INetworkl Saculityl UselManagemantl Customizalionl

MAL address: | 43 - B3 - 57 - 48 - 48 - 48

Device hame: IM

Main firrware wersion: Y1614

Ok I Cancel | Help I

An explanation of each of theitemsisgiven in the table below:

MAC Address The CN-6000’'s MAC Address displays here.

Device Name: To make it easier to manage installations that have more
than one CN-6000, each one can be given a name. To
assign a name for the CN-6000, erase the current name
and key in one of your choosing (15 characters max.).

Main Firmware Version: Indicates the mainboard’s current firmware version level.

Note: New versions of the CN-6000’s firmware and authentication software
can be dowloaded from our web site as they become available, (seep.
24 for details).

15
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Network

This pageis used to specify the CN-6000's network environment.

CHE000 Settings ... | x|

General Metwork ISecurilyI UserManagementI Cuslom\zatmnl

—Access por
Type Port Mo,

Program;  |EIE

Java ISDDZ

[
i~ IF addr
£~ Dbtain an IP address automatically

% Set IP address manually
IP address: 16 0 .24 . 110

Subretmask: | 296 . 280 0 256 . O

Default gateway: o .0 o .0

[

r~ Log server

MAC address: Port:
W-13 8- -15-@ [0

1]\e I Cancel I Help

Access Ports:

As a security measure, the Administrator can set the Port numbers that the User
must specify when he attempts to connect to a CN-6000’s | P address. Unlessthe
correct Port number is given, the CN-6000 device will not be found. An explana-
tion of thefieldsis given in the table below:

Program: This is the port number that must be specified when connecting
from the Administrator and Windows Client software programs.
Valid entries are from 1024 - 60,000.

Java: This is the port number used for Java Client connections. Valid
entries are from 0 - 65535.

16
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IP Address:

The CN-6000 can either have its IP address assigned dynamically at bootup
(DHCP), or it can be given afixed |P address.

+ For dynamic I P address assignment, select the Obtain an IP address
automatically, radio button.

+ To specify afixed |P address:

1. Select the Set IP address manually, radio button and fill in the required
information.

2. Click the Customization tab (at the top of the Settings notebook).
3. On the Customization page (see p. 23), click Reset on exit, then click OK.

The Parameters have been set M essage appears (see p. 14). Click OK and
you return to the Administration Utility device selection window (see p.
10)

4. Click Refresh to update the CS-6000's | P Address in the device selection
window.

Log Server:

Important transactions that occur on the CN-6000, such as logins and internal
status messages, are kept in an automatically generated log file.

Specify the MAC address and a Port number for the server you want the log file
to reside on in the Log Server section. The Log Server is discussed in detail in
Chapter 6.

17



CN-6000 User Manual

Security

The Security page is used to control accessto the CN-6000.

Generall Metwork,  Security IUselManagementl Customizalionl
- User station filter
F7 P e enatle
Add
Remove
Edit
© include & exclude -

[V MAC filter enable

Add

Remave

Edit
 include ¥ exclude

Default Java program narme:

Ien htm

~ Admin station filker

Add

Remave

Edit

Ok I Cancel Help

User station filters permit or deny access to the CN-6000 for specific IP and
MAC addresses attempting to access the system with CN-6000 Client
software.

The Default Java program name lets the Administrator specify the page
that the user connects to when he accesses the CN-6000 with the Java
Client. The user must include the name of this page in the IP address that he
specifies or he will not be granted access. For security purposes, we
recommend that you change the name of this page from time to time.

Note: 1. If no pageis specified here, no one will be able to access the
CN-6000 with the Java Client.

2. Seep. 26 for information regarding the implementation of a Java
Access Page; see chapter 5 for Java Client details.

Admin station filters specify which MAC addresses are allowed to access
the system with the CN-6000 Administrator program. If nothing is specified
here, there are no restrictions.

18
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Filtering:

¢ There are amaximum of 100 filters allowed for each category (User IPs,
User MACs, and Administrator MACSs).

+ Toenablefiltering for User Stations, Click to put acheck mark inthe IP
and/or MAC Filter enable checkbox.

+ Toadd afilter, Click Add. A didog box similar to the ones below appears (the
top exampleisfor 1P addressfilters; the bottom isfor MAC addressfilters):

oK I Cancel

+ Specify thefilter addressin the dialog box, then Click OK.

+ Eachfilter can consist of asingle IP or MAC address, or arange of 1P
addresses. For asingle |P addressfilter, the address is the same for both
the Fromand To fields.

+ Todeleteafilter, select it and Click Remove; To modify afilter, select it
and Click Edit. The Edit dialog box is similar to the Add dialog box. When
it comes up, smply delete the old address and replace it with the new one.

19
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+ User Station filtered items can be specified as included or excluded by
highlighting the item and clicking the include or exclude radio button.

+ If theinclude button is checked, all the addresses within the filter range
are allowed access to the CN-6000; all other addresses are denied access.

+ If the exclude button is checked, all the addresses within the filter range
are denied access to the CN-6000; all other addresses are allowed access.

+ The Administrator station filter dialog boxes are similar to the MAC filter
dialog boxes for user stations.

An example of the Security page with filters configured is shown below:

CNE0D0 Settings ...
General | Network Secuily | User Mansgement | Customization |
User Station Filer
¥ IF Filter enable
140.10.200.30 - 140.10.200.100 Add
198.0.621 - 198.0.6210
Remaove
Edit
£ include © exclude
¥ MAL Filter enabls
00-05-4C-1F-D304 Add
Flemove
Edit
& include  exclude
Default Java progiam name
rest bim
r—Admin Station Filter
03COF4-00DSH1E
Edit
oK Cancel

20
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User Management

This page is used to manage user profiles.

CNG000 Settings .. | x|
Genera\l Nelworkl Security  User Management IEustomizationl
User list
administrator : Add
charlie
Fiemave
Exdit

QK I Cancel Help

* A maximum of 64 users can have access to a CN-6000.

+ Toadd auser, Click Add and fill in the information asked for in the User
Management dialog box that appears. (See p. 22.)

+ Todeeteauser profile, select it and Click Remove.

+ Tomodify auser profile, select it; Click Edit; and change the information
shown in the User Management dialog box that appears.

21
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When you click Add or Edit, adialog box with fieldsto configure the user profile
appears:

User Management

Usernarne: ||
Mate:
Passward: I Min B characters for usemanme
tin B characters for password,
Canfirm Password: I

Dezcription: I

Permizsians: _
[ Configure =
[~ Java client Cancel |

An explanation of the profile itemsis given in the table below:

Username A minimum of 6 and a maximum of 15 characters is allowed.

Password A minimum of 8 and a maximum of 15 characters is allowed.

Confirm Password To be sure there is no mistake in the password you are
asked to enter it again. The two entries must match.

Description Additional information about the user that you may wish to
include.

Permissions By default, all users may access the CN-6000 via the

Windows Client software.

1. Checking Configure defines an Administrator who is
allowed to configure the system, but does not have
permission to access the CN-6000 via the Java Client
software.

2. Checking Java access defines a User who is allowed
to access the CN-6000 via the Java Client software, but
does not have permission to configure the system.

3. Checking both defines an Administrator who has
permission to configure the system and access the
CN-6000 via the Java Client software.
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Customization

This page dlowsthe Administrator to upgrade the Mainboard and 1/0O firmware, the
Java Authentication Programversionandtoset Timeout and Login failure parameters.

CNE000 Settings ... x|

Genelall Netwolkl Secumlyl User Management  Customization |

— Upload:
Mainboard FAw: |
Current version =41.0.060

Time out |30 minutes

"TII‘HE out control

i~ Login failur

Login failures allowed: |5 times:
Login failure time out: |3 minutes

—Working mods

[ Enable stealth mode
[ Enable echo mods

™ Reset on exit

ok Cancel Help I

An explanation of the Customization itemsis given in the table below:

Uploads After obtaining a new version of the firmware (see p. 15),
specify the directory that you have put it in here to start the
firmware upgrade procedure (see p. 24 for details).

Time out Control If the CN-6000 doesn't receive any input from the computer that
currently has access to it for the amount of time specified here,
it ends the connection so it can be available for other users.

Login failure Login failures allowed, sets the number of consecutive failed
login attempts that are permitted from a remote computer.
Login failure timeout, sets the amount of time a remote
computer must wait before attempting to login again after it
has exceeded the number of allowed failures.

Working Modes If Stealth Mode is enabled, the CN-6000 cannot be pinged. If
Echo Mode is disabled, the CN-6000 will not show up in the
list of local CN-6000 units (see p. 10 and p. 30)

Reset on exit Placing a check here causes the CN-6000 to reset itself and
implement all the new changes when you Click OK.
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Upgrading the Firmware and Java Program

New versions of the Mainboard and Java Access Page firmware files can be
downloaded from our website at http://xoxx.com/downloads as they become
available. To upgrade the firmware, do the following:

1. Go to the Customization page of the Administration configuration notebook
(see p. 23) and Click the Browse button for the component you want to
upgrade. A File Open dialog box appears.

Laak jr: Ia cnB000 j @I ﬁl

CHEKMAIN_1_0_00.CSF

File name: I Open

Files of type:  [CNBOOD files [*.csf) I Cancel |

v

2. Navigate to the directory that the downloaded firmware upgrade fileisin,
and select the upgrade file that matches the component you are upgrading.
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3. Click Open.

Y ou return to the Customization page with the path to file, and the Upload
version number displayed.

Generall Netwnrkl Saculityl User Management  Customization |

~ Upload:
ainboard FAw: |F'\ENEKMA\N_T_D_DED L |Browse ..

Current version = %¥1.0.060 Upload version =%1.0.060

"Time out control

Time out: |3D minutes
i~ Login failun

Login failures allovwed. I5 times
Lagin failure time out; |3 minutes

— working madi

[ Enable stealth mods
¥ Enable echo mode

I™ Reset on exit

CNEO0D Settings %]

Ok I Cancel | Help

Note: If you select the wrong file type for the component you are
upgrading an Invalid file type message appears when you click

Open. Go back and select the correct file type.

4. Enable the Reset on exit checkbox.

5. Click OK to save your settings and reset the CN-6000. Wait approximately
30 to 60 seconds before logging in to the Administrator Utility following the

reset.
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Java Authentication Page

As an important security feature, users who connect to the CN-6000 via the Java
Client must first log in before being allowed access. A Java Authentication Page
that implements a Login (Username and Password) feature is provided on the
distribution disk for this purpose.

Updated Java Authentication Page versions will be made available for download
from our website as they become available. See Upgrading the Firmware, p. 24,
for details on upgrading.

Be sure to specify the name and full path location of the page you will be using
in the Default Java program name text box on the Security page of the Settings
Notebook (see p. 18).
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Troubleshooting

Symptom

Action

Users cannot find the
CN-6000 on the network.

The power on sequence may not have been performed
correctly. You must power up the CN-6000 before
powering up the equipment it connects to.

After | move the
CN-6000 to a different
computer, it no longer
shows up on the
network.

This can happen if the new network supports DHCP but the
CN-6000 is configured to set the IP address manually, or if
the new network doesn’t use DHCP to assign IP
addresses, but the CN-6000 is set to obtain its IP address
automatically via DHCP (see p. 16, for details).

To resolve the problem:

1. Put the CN-6000 back on its original domain, and log
into it there.

2. Change the setting to DHCP (if that is appropriate), or
manually assign the CN-6000 a new IP address
corresponding to the domain that that the new computer
resides on.
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Chapter 4.
The Windows Client

Introduction

Installation

The Windows-based Client software is provided on the distribution CD included
with this package. To install the Windows Client, insert the CD into your
CD-ROM drive and double click the CN6KClient... package icon.

Follow the on-screen instructions. When the installation completes, a CN6000
Client icon appears on your desktop.

Starting Up
To bring up the Windows Client Main Screen, Double Click the CN6K Client icon,
or key inthefull path to the program on the command line.

If this is the first time that you are running the program, a dialog box appears
requesting you to input your serial number:

Serial Number
Serial number:
|| - I - I - I Cancel |

If you don’t know what it is, contact the CN-6000 administrator. Key in the serial
number - 5 characters per box - then Click OK.

Note: You must have DirectX 7.0 or higher installed on your computer. If not,
the Client program will not load.
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The Connection Screen
WhentheWindowsClient starts, aConnection Screen, smilar totheonebe ow, appears:

[&) CHBOOOD Client ¥1.0.060 : Default =
File Taoks Help
CNEOOD List
Name [P | Status |
CNEO0D 100.01.01 Available

aten 100.0.1.004 Available

rCNEDOOIP—

Message List:
Address: [[EFRIERIN

Poit: (3000
Connect iEsonmEst

Syteh to Hemcte Y
[Change Fassword)
| -|

A description of the Connection Screen is given in the following table:

Menu Bar The Menu Bar contains three items: File, Tools, and Help.

1. The File Menu allows the operator to Create, Save, and
Open user created Work files (see p. 40 for details).

2. The Tools Menu is used to define hotkey actions. Look
inside before you Open a connection to see what the
preconfigured Hotkeys are. You can change the values if
you wish (see p. 33 for details).

CN6000 List: Each time the Windows Client is run, it searches the User’s local
LAN segment for CN-6000 units, and lists whichever ones it
finds in this box. If you want to connect to one of these units,
Double Click it.

CN6000 IP: This area is used when you want to connect to a CN-6000 at a
remote location. You can drop down the list box and select an IP
address or key in an IP address if the one you want isn't listed,
then key in the Port number in the Port field. If you don’t know
the Port number contact the Administrator.

When the IP address and Port number for the CN-6000 unit you
wish to connect to has been specified, Click Connect to start the
connection. When you have finished with your session, Click
Disconnect to break the connection.

Message List: Lists status messages regarding the connection to the CN-6000.
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Switchto Once contact with a CN-6000 has been established, this button
Remote View becomes active. Click it to connect and take over console control
of the unit that is attached to the CN-6000. The screen ouput of
the unit appears on your monitor. Your keystrokes and mouse
movements are captured and sent to the CN-6000 to be
executed on the attached unit.

If the CN-6000 is connected to a KVM switch, you can control
the switch and the computers connnected to it just as if you were
connected locally.

Change Password This button becomes active after a connection to a CN-6000 unit
has been established. It allows the User to change the password
he logs onto the CN-6000 with.

Connecting
To connect to a CN-6000 unit:

1. Ifitisinthe CN60QO List, Double Click it; if you are using the CN6000 |P
input box, specify the |P address and Port number, then Click Open. A
Login dialog box appears:

Login Window x|

User Marne: ||

Pazzword: I

Cancel |

2. After you key in avalid Username and Password, Click OK.
The program attempts to contact your selected CN-6000 unit.
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3. Check the Message List window for status messages regarding the
operation’s progress.

4. Once contact with the CN-6000 has been established, the Switch to Remote
View button becomes active.

CNBODD Client V1.0.060 - Default [=IC1=]
File Toals Help
CNBOD List
Hame [P | Status [
CNEODD 1003123 In use

FCMEDOOIP

Address: l—_[
00123 = Attempling to conmect =
CNBO00 found
Port[a000 Longing in.
CNEO00 ready.

[Earrect Disconnect Link closed by user.
[Attempling to connect

Message List:

CNEODD found
Logging in..
CHEDDO ready.
Change Password
K

Click it to connect to the CN-6000 and take over console control of the unit
that is connected to it.

Note: Before connecting to the CN-6000, you may want to set up your
Hotkeys. See the next section for details.
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Hotkeys

Various configuration actions related to the keyboard, video, and mouse can be
performed via hotkey combinations. The Hotkey setup utility is accessed by
opening the Tools menu (at the top of the Connection Screen, see p. 30) and
selecting Hotkeys before connecting to the CN-6000.

Note: If you forget what the hotkey combinations are after you have started
your session, Click on the OSD Help button (see Screen Information, p.

35).
The Hotkey Setup Screen

The actions performed by the Hotkeys are listed in the left column; the currently
defined keys that invoke the actions are shown in the column to the right.

Hnlkey Setup | X|
Achions; Huotkeyps:
E kit remote location F2F3F4
Adjust Video FEFEFT.
Adiust Mouse FA.F10.F11
050 Switch FBF7FEB
At substitute key F1z.

Keys: I

Start | Stop | Set |
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An explanation of the actionsis given in the table, below:

Action Explanation
Exit remote location Break the connection to the CN-6000 and return to local
operation.
Adjust Video Brings up the video adjustment utility.
Adjust Mouse This utility synchronizes the local and remote mouse

movements following a video resolution change. After
invoking this utility, simply click the local mouse pointer on
top of the remote mouse pointer.

OSD Switch Toggles the OSD display Off and On (see Screen
Information, p. 35 for details).

Substitute Alt key [Alt + Tab] and [Ctrl + Alt + Del] work on the local computer,
even though all other keyboard input is captured and sent to
the CN-6000. In order to implement their effects on the
remote system, a function key can be substituted for the Alt
key. If you substitute the F12 key, for example, you would
use [F12 + Tab] and [Ctrl + F12 + Dell].

Note: Toinvoke an action, you must press and release the keys one key at a
time - do not chord the keys.

Configuring the Hotkeys

If you find the default Hotkey combinationsinconvenient, you can configurethem
to whatever suits your taste, as follows:

1. Highlight the Action, then Click Start

2. Key inthe Function keys (one at atime). The key names appear in the Key
field as you press them.

3. When you have finished keying in your sequence, Click Stop
4. Click Set
5. Repeat for any other actions you wish to set up

Note: You can use the same function keys for more than one action, aslong as
thefirst key is not the same. For example, you can use F1 F2 F3 for
one action; F2 F1 F3 for another; F3 F2 F1 for athird, etc.
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Operation

Screen Information

Once the connection to the CN-6000 has been accomplished, the remote system’s
video output is captured and displayed on your monitor. At the same time, your
local keystroke and mouse input is captured and sent to the remote system.

A small OSD (ON Screen Display) window displays the video resolution, and
refresh rate of the remote system’ s video output, as well as aHelp button (in the
form of a question mark) to their right.

Note: 1. For computersrunning NT or Win 2000, the keyboard LED status also
displays. (For computers running Win 98 or Win ME, the LEDson
your local keyboard reflect the status of the remote system.)

2. If the OSD isinconveniently positioned, you can moveit by
dragging it to a different location with the left mouse button down.

Keystrokes

Until you close the CN-6000 connection, normal keyboard input is suspeneded on
thelocal computer. It iscaptured and operates on the remote system, instead. Only
[Alt + Tab] and [Ctrl + Alt + Del] are available to the local system—allowing the
user to switch among applications and to recover from system disaster on thelocal
computer.

In order to providethe [Alt + Tab] and [Ctrl + Alt + Del] functions on the remote
system, one of the Function Keysis used as a Substitute for the [Alt] key.

For example, the F12 key could substitute for the Alt key, in which case [F12 +
Tab] substitutes for [Alt + Tab]; and [Ctrl + F12 + Del] substitutes for [Ctrl + Alt
+ Del]. See Configuring the Hotkeys on p. 34 for details on setting up a substitute

key.

Note: While any Function Key can be used for the Substitute key, you must
not use one that is being used for another action.
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Mouse Synchronization

Until you close the CN-6000 connection, norma mouse functions are suspended
on your local system. They are captured and sent to the remote system, instead.

From time to time, especialy if you change video resolution, the local mouse
movement may lose synchronization with the remote system’s mouse pointer.

If this occurs, you can bring them back into sync by performing an Auto Sync (see
Video Adjustment, p. 38 for details).

If performing an Auto Sync doesn'’t resolve the problem, do the following:
1. Invoke the Adjust Mouse action with the Adjust Mouse hotkeys (see p. 34

for details). The following dialog box, appears:

) Attention: B

Please do the following:

Move the cross hairs dirsctly over the pointer and click.

2. Click Continue.

3. Movethelocal mouse pointer exactly on top of the remote mouse pointer
and Click.
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If these procedures still do not help, set the mouse speed and acceleration for the
computer (or computers via KVM switch) connected to the CN-6000 as follows:

+  Windows 2000: Set the mouse speed to the middle position; set the mouse
acceleration to None (Control Panel — Mouse — Mouse Properties — Motion):

Buttunsl Pointers  Motion |Ha|dware|

~Speed

Adjust how fast pour pointer maves

o o Fast

rAcceleration

Adjust how much pour pointer accelerates as
you move it faster

& Horg  Law " Medum " High

~Snap to default

@ I~ Move pointer ta the default bution in dislog boxes

0K | Cancel Apply

+ Windows XP: Set the mouse speed to the middle position; disable Enhance
Pointer Precision (Control Panel — Printers and Other Hardware — Mouse

— Pointer Options):

Buttons | Poirters Poirter Options | wheel | Harduare |

[~ Motion

@hance pointer prec\s‘:N

~SnapTo
™ Automatically mave pointer to the default buttan in &
LS dialog box

1~ Wisibili
I Display painter trails
Short —J Long

[::‘ ¥ Hide pointer while typing

™ Show location of pointer when | press the CTRL key
oK I Canecel Apply
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* WinMe/Win95: Set the mouse speed to the middle position; disable
mouse accel eration (click Advanced to get the dialog box for this).

* WiIinNT / Win98: Set the mouse speed to the slowest position.

Video Adjustment

You can adjust the placement and the picture quality of the remote screen (as
displayed onyour local monitor) with theVideo Optionsfunction. Todo so, invoke
the Video Options dialog box. with the Adjust Video hotkeys (see p. 34). The
following screen appears:

Videu Options:

Screen position; RGE
t Red Gain: |I_ IJ—I

- .
J-Ij Green Gain: |I_ .J—I
Elue Gai I l—
Auto-Sync o 0 u 0

Video Quality:  Min |—J— [GET

Bandwidth Control

I~ Enabled |J

High Law

Cancel
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An explanation of the settingsis given in the following table:

Screen Position Adjust the horizontal and vertical position of the remote display
by Clicking the Arrow buttons.

Auto-Sync Click Auto-Sync to have the function detect the vertical and
horizontal offset values of the remote screen and automatically
synchronize it with the local screen. AutoSync also adjusts the
dimensions of the remote screen. Note that this function works
best with a bright screen.

If you are not satisfied with the results, use the Screen Position
arrows to position the remote display manually.

RGB Drag the slider bars to adjust the RGB (Red, Green, Blue)
values. When an RGB value is increased, the RGB component
of the image is correspondingly increased.

Video Quality Drag the slider bar to adjust the overall Video Quality. Values
can be from 20 to 100. The larger the value, the clearer the
picture and the more video data goes throught the network.
Depending on the network bandwidth, a high value may
adversely effect response time.

Bandwidth Control This setting adjusts the ratio between picture quality and network
speed. For slow data connections, drag the slider bar to a lower
setting to decrease the amount of video data transferred. This
ensures screen refresh at workable speeds.
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Work Files

A Work File consists of al the information specified in a Client session. This
includes the CN-6000 and CN-6000 I P list items, the Mouse Calibration settings,
and the Hotkey and Video settings.

Whenever a user runs the Client program, it opens with the values contained in
thecurrent workfile. The current work file consists of theval uesthat werein effect
the last time the program was closed.

Users can use the Client program’s File menu (see p. 30) to Create, Save, and
Open Work files:

New Allows the user to create a named work file so its values will not
be lost, and it will be available for future recall.

Open Allows the user to open a previously saved work file and use the
values contained in it.

Save Allows the user to save the values presently in effect as the
current work file.
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Troubleshooting

Problem

Resolution

| cannot find the

CN-6000 on the network.

Check with your system administrator.

The Windows Client will
not run.

The Windows Client requires DirectX. Either you don't have
DirectX installed, or another program is using it. Either
install DirectX, or close the program that is already using it.

The CN-6000 doesn’t
complete the login.

The CN-6000's default setting is to use port 9000 and port
9001. This situation can occur if there is a firewall blocking
these ports. Have the administrator change the port
settings.

The mouse doesn’'t work
properly in the login
dialog box.

In the login window the mouse is set to the local computer
setting. After logging in the mouse will work properly.

Remote mouse pointer
is out of step.

1. Use the AutoSync feature (see Video Adjustment,
p. 38), to synch the local and remote monitors.

2. Use the Adjust Mouse feature (see Mouse
Movement, p. 36) to bring them back in step.

Part of remote window
is off my monitor.

Use the AutoSync feature (see Video Adjustment, p. 38), to
synch the local and remote monitors.

Ctl+Alt+Del brings up
the Close Program
dialog box on my local
machine instead of on
the remote machine.

Pressing Ctl+Alt+Del closes the Windows Client and brings
up the Close Program dialog box on the local machine. In
order to bring up the Close Program dialog on the remote
machine, you must press Ctl+F12+Del. See the Substitute
Alt Key discussion on p. 34 for more details.
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Notes:

42



The Java Client

Chapter 5.
The Java Client

Introduction

The Java Client is provided to make the CN-6000 accessible to al platforms and
allows the User to connect from anywhere on the Internet. Any system that has
Java 2 installed, can connect to the CN-6000.

Note: If you don't already have Java 2, it is available for free download from
Sun’s Javaweb site (http://java.sun.com).

The Java Client is provided on adistribution CD included with this package. To
install the Java Client, smply copy the CN6KKMain.jar file to your hard disk .

Starting Up

To connect to aCN-6000 unit from your workplace, Double Click the Java Client
icon. If thisis the first time that you are running the program, the serial number
dialog box appears.

[ Serial Number:

I N .

Key inthe serial number - 5 charactersper box - then Click OK. If you don’t know
what the number is, contact the CN-6000 administrator.
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WhentheJavaClient starts, aWel come Screen, along with an Addressinput dialog
box appears:

=10

Address Input (%]
Enter Address:l OK |

Key in the IP address for the unit you want to connect to - including a forward
dlash followed by the name of the CN-6000’ s Java Client web page. For example:

168.10.95.001/cnék.html

Important! For security purposes, the name of the page that you connect to
must be specified correctly as part of the |P address. The system
administrator may change the name of this page from time to time
to thwart unauthorized access attempts. Be sure you have the
correct name for this page when you attempt to connect.

After you key in the IP address and Click OK, a connection progress window

appears.

Ega In Progress | X|

Connecting.... please stand by
|
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After you establish a connection, a Login dialog box appears. Provide a valid
Username and Password and Click OK.

Eﬂj Logon
Please input username and password.
Username:

Password:

IJa\-'a Applet Window

The Welcome Screen disappears and, after a second or two, a Login Progress
window appears:

Eg;: In Progress

Login authenticating.... please stand by
1
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The Main Screen

After asuccessful login, the remote system'’ s screen displays on your monitor as
shown in the example below:

X EE REM - BTl decesh

Videa start,

Y ou can perform mouse and keyboard operations on this screen just asif it were
your local system’s display.

Note: 1. You can switch between your local and remote programs with [Alt
+ Tab].

2. Dueto net lag, there might be adight delay before your keystrokes
show up. You may also have to wait a bit for the remote mouse to
catch up to your local mouse before you click.

3. Dueto net lag, or insufficient computing power on the local
machine, some images, especially motion images, may display
poorly.

4. If thelocal and remote mouse pointers get out of sync, you can use

the Mouse Calibration Button to bring them back into sync (see p.
48 for details).
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The User Panel

The User Pandl at the bottom of the screen is a Java applet that gives you control
over the KVM operations.

>aEal - -

Witlen start.

m Video

Clicking this button allows you to adjust the placement and picture quality of the
remote display. Thisis similar to the Adjust Video feature of the Windows Client
(see p. 38 for details). We recommend that you perform an Autosync right after
you connect for improved mouse synchronization.

@ video Settings
@ - —_—
=l [= Hin Max
— B e
@ ¢ Min Max
P - — e ——
Min Max

Bandwidth: [ Enabled =—————0H (7
Quality Speed

[12v2 A ppietwindow

m Keypad
Some keyboard combinations can not be captured and sent to the CN-6000. In

order to implement their effects on the remote system, this function provides a
one-click implementation of some common window control combinations.

Resat

c-Fsc

a-Tab
PrintScrn

%
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m Mouse Synchronization

At times the local mouse movement may lose sync with the remote mouse
movement. The Mouse Synchronization function gets them back into sync. This
issimilar to the Mouse Adjustment feature of the Windows Client (see p. 36 for
details).

1. Click the Mouse Synchronization button:

2. Wait for the remote mouse pointer to move to the upper left corner of the
screen.

3. Moveyour local mouse pointer directly over the remote mouse pointer and
Click.

If the above steps were successful, aMouse calibration fini shed message appears.
If not, a Wrong position message displays, in which case you should try the
procedure again.

m Direction Pad

In case some part of the remote display is off your monitor screen, scroll Up,
Down, Left, or Right by clicking in the appropriate direction on the Direction Pad
to see the desired view, or Click AutoSync to synchronize the local and remote
screens automatically.

Tip: Sincethe User Panel islocated at the bottom of the local display, it
covers the Windows Sart menu. To get at the Sart menu, move the
remote display with the Direction Pad.

m Exit
Click this button to exit the Java Client program and return to local operation.

m Num Cap Scr Lock LEDs

These simulated LEDs show what the Lock key status on the remote system is.
They turn Green on the browser screen when they are active.
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Troubleshooting

For mouse synchronization problems, refer back to the Mouse discussion on the
previous page. For connection and operation problems, see the table below:

Symptom

Action

| cannot find the

CN-6000 on the network.

Check with your system administrator.

Java Client won't
connect to the CN-6000

1. Make sure to include the correct name of the web page
when you specify the CN-6000's IP address.

2. Close the Java Client, reopen it, and try again.

The CN-6000 doesn’t
complete the login.

The CN-6000’s default setting is to use port 9000 and port
9001. This situation can occur if there is a firewall blocking
these ports. Have the administrator change the port
settings.

The mouse doesn’'t work
properly in the login
dialog box.

In the login window the mouse is set to the local computer
setting. After logging in the mouse will work properly.

Remote mouse pointer
is out of step.

1. Use the AutoSync feature (see p. 47), to synch the
local and remote monitors.

2. Use the Mouse Synchronization feature (see
p. 48) to bring them back in step.

Part of remote window
is off my monitor.

Use the AutoSync feature (see p. 47), to synch the local
and remote monitors.

Java Client performance
deteriorates.

Exit the program and start again.
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Notes:
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Chapter 6.
The Log Server

The Windows-based CN-6000 Log Server isan administrative utility that records
al the events that take place on selected CN-6000 units and stores them in a
searchable database.

Installation

Tthe Log Server is provided on the distribution CD included with this package.
Toinstall theLog Server, insert the CD into your CD-ROM driveand doubleclick
the CN6KLogSer ... package icon. The following screen appears:

Welcome to CNE0D00 LogServer Setup

Thiz program will install CHEDO0 LagS erver on your
camputer. |t iz strongly recommended that you exit al
“Windows programs before running this Setup program

Cancel |

Follow the on-screen instructions. When the installation completes, a CN6000
LogServer icon appears on your desktop.

Note: The MAC address of the computer that will contain the Log Server
Events database must be specified on the Network page of the
Administrator Utility (see p. 16).
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Starting Up

To bring up the Log Server Main Screen, Double Click the CN6K LogServer icon,
or key in the full path to the program on the command line. A screen similar to the
one below appears.

CNB000 Log Server JS[=]

Confiqurs Event Dptlun Help

4 | |

02/24,/2002(14:42:20]
02/24,/2002(14:42:20]
02/24/2002(14:42:21
02/24/2002(14:42:21
02/24/2002(14:42:22]

) Indew 00025, T ick: 00000002
) Indew 00025, T ick: 00000000
- Indew 0025 T ick: 00000038
) Indew 0025 T ick: D000006S
) Index 00025, Tick: 00000003
02/24/2002(14:42:23)  Indew 00025, Tick- 00000029
02/24/2002(14:42:24)  Indew 00025 T ick- 000001 24
02/24/2002(14:42:24) - Indew 00025 T ick- 00000129
02/24/2002(14:42:25)  Indew 00025 T ick- 00000136
02/24/2002(14:42:26) - Indew 00025 T ick- 00000139
02/24/2002(14:42:27)  Indew 00025 T ick- 00000143
02/24/2002[1 4:42:28)
02/24/2002[1 4:42:28)
02/24/2002[1 4:42:29)

]

]

)

Index 00025, Tick:000001 46
Index 00025, Tick:000001 43
Index 00025, Tick:00000152
02/24/2002(14:42:30]
02/24/2002(14:42:31
02/24/2002(14:42:32]

Index 00025, Tick:00000157
Indes 00025, Tick:00000153
Indes 00025, Tick: 000001 64

The screen is divided into three components:

+ A Menu Bar at thetop
¢ A pand containing alist of CN-6000 unitsin the middle

+ A panel containing an Events List at the bottom

Each of the components is explained in the sections that follow.
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The Menu Bar

TheMenu bar consists of four items. Configure, Events, Options, and Help. These
are discussed in the sections that follow.

Note: If the Menu Bar appearsto be disabled, click anywhere in the CN-6000
List panel to enableit.

Configure

The Configure menu contains three items: Add, Edit, and Delete. They are used
to add new CN-6000 units to the CN-6000 List; edit the information for units
aready on thelist; or delete CN-6000s from the list.

To edit or delete a listed CN-6000, first select the one you want in the CN-6000
List window, then open this menu and click Edit or Delete. To add a CN-6000 to
the CN-6000 Ligt, click Add. When you choose Add or Edit, adialog box, similar
to the one below, appears:

Add a CNG000 Server

Address: ICNBUDDA Port: |9001

Diescription: ISection 4

Lirnit: 100 Days
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A description of thefieldsis given in the table, below:

Field Expalanation
Address This can either be the IP address of the CN-6000 or its DNS
name (if the network administrator has assigned it a DNS name).
Port The Port number assigned to the CN-6000 (see p. 16).
Description This field is provided so that you can put in a descriptive

reference for the unit to help identify it.

Limit This specifies the number of days that an event should be kept
in the Log Server’s database before it expires and should be
cleared.

Fill in or modify the fields, then click OK to finish.

Events
The Events Menu has two items: Search and Clear.

m Search:

Searchfallowsyou to search for events containing specific wordsor strings. When
you access this function, a screen, similar to the one below, appears:

Search Dialog
Search Dptiors CHEO0D List Priority List:
" K3 CHEO00 & Least
KM CHEDDD B Less
i~ Search inchuding the last result tdost
= Search excluding the last result
Start date Start time: End date End time: Patterm

9/15/03 j| s5159PM = | 9/16/03 7| |5:51:59F'M =

Resuilt

CHB000: 100.00.0.00

0242420021 4:42:20) - Indes 00025 Tick: 00000000
02/24/2002(14:42-21] - Index 00025 Tick 00000033
02/24,/2002[1 4 42:21) - Indes 00025 Tick: 00000063
02/24/2002(14:42-22) - Index 00025 Tick- 00000003
02/24/2002(14:42:23) - Index 00025 Tick: 00000023
02/24/2002(1 4:42:24] - Index 00025 Tick: 000001 24
02/24/2002(1 4:42:24) - Index 00025 Tick. 000001 23
02/24/2002(1 4:42:25) - Index 00025 Tick: 000001 35
02/24/200211 4 42:261 - Index 00025 Tick. 00000133

Search I Frint | Exit
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A description of theitemsis given in the table, below:

Item

Expalanation

New search

This is one of three radio buttons that define the scope
of the search. If it is selected, the search is performed
on all the events in the database for the selected
CN-6000.

Search last results

This is a secondary search performed on the events
that resulted from the last search.

Search excluding

This is a secondary search performed on all the events

last results in the database for the selected CN-6000 excluding the
events that resulted from the last search.

CN-6000 List CN-6000 units are listed according to their IP address or
DNS name. Select the unit that you want to perform the
search on from this list. You can select more than one
unit for the search. If no units are selected, the search is
performed on all of them.

Priority Sets the level for how detailed the search results display
should be.

Start Date Select the date that you want the search to start from.
The format follows the MM/DD/YYYY convention, and is
numeric, as follows:

9/15/03

Start Time Select the time that you want the search to start from.
The format follows the HH:MM:SS convention, and is
numeric, as follows:

5:51:59 PM

End Date Select the date that you want the search to end at.

End Time Select the time that you want the search to end at.

Pattern Key in the pattern that you are searching for here. The
multiple character wildcard (%) is supported. E.g., h%ds
would match hands and hoods.

Search Click this button to start the search.

Print Click this button to print the search results

Results Lists the events that contained matches for the search.
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m Maintenance
This function alows the administrator to perform manual maintenance of the

database. He can use it to erase specified records before the expiration time that
was set with the Limit setting of the Configure function (see p. 54)
Options

This menu has asingle item: Retry.

Retry allows you to set the number of seconds that the Log Server should wait
before attempting to connect if its previous attempt to connect failed. When you
click thisitem, adialog box, similar to the one below, appears:

MNetwork Retry x|

FRetry: ISD seconds

Cancel |

Key in the number of seconds, then click OK to finish.
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The CN-6000 List Panel

Overview
The CN-6000 Ligt panel (refer back to the figure on p. 52), displays a list of dl the
CN-6000 unitsthat have been sdected for the L og Server totrack (see Configure, p. 53).

Tick information for the currently selected CN-6000 displays in the Events List
panel below. To select a CN-6000 unit in thelist, simply click onit.

The CN-6000 List window contains five fields:

Field Expalanation

Recording Determines whether the the Log Server records the
ticks for this CN-6000, or not. If the Recording
checkbox is checked, the field displays Recording,
and the ticks are recorded. If the Recording checkbox
is not checked, the field displays Paused, and the
ticks are not recorded.

Note: Even though a CN-6000 is not the currently
selected one, if its Recording checkbox is checked,
the Log Server will still record its ticks.

Address This is the IP Address or DNS name that was given to
the CN-6000 when it was added to the Log Server
(see Configure, p. 53).

Port This is the Port number assigned to the CN-6000 (see
Configure, p. 53).

Connection If the Log Server is connected to the CN-6000, this
field displays Connected.

If it is not connected, this field displays Waiting. This
means that the Log Server's MAC address has not
been set properly. It needs to be set on the Network
page of the Administrator Utility (see p. 16).

Limit This field displays the number of days that the
CN-6000's events are to be kept in the Log Server's
database before expiration (see Configure, p. 53).

Description This field displays the descriptive information given for
the CN-6000 when it was added to the Log Server
(see Configure, p. 53).
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The Event List Window

Thiswindow displays tick information for the currently selected CN-6000. Note
that even though any other CN-6000s aren’t currently selected, if their Recording
checkbox is checked, the Log Server records their tick information and keeps it
inits database.

Troubleshooting

Problem Resolution

The Log Server The Log Server requires the Microsoft Jet OLEDB 4.0 driver
program does not run. | in order to access the database. This driver is automatically
installed with Windows ME, 2000 and XP. For Windows 98 or
NT, you will have to go to the Microsoft download site:

http://www.microsoft.com/data/download.htm
to retrieve the driver file:
MDAC 2.7 RTM Refresh (2.70.9001.0)
Since this driver is used in Windows Office Suite, an alternate

method of obtaining it is to install Windows Office Suite. Once
the driver file or Suite has been installed, the Log Server will run.
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Specifications

Appendix

Specifications for the CN-6000 are given in the table, below:

Function Specification

Connectors CPU Port 1 x SPDB-15 F - KVM Link

Console 1 x 6 pin mini-DIN F - Keyboard

Ports 1 x 6 pin mini-DIN F - Mouse

1 x HDB-15 F - Video

LAN 1 x RJ-45 Receptacle

Power 1 x 3 Pronged Receptacle

Reserved 1 x RS-232 M (DB9)
LEDs Power 1 (Blue)

Link 1 (Green)

10/100 Mbps | 1 (Green/Orange Dual Color)

Video Up to 1280 x 1024 @ 60 Hz

Protocols 10BaseT Ethernet; 100BaseT Fast Ethernet;
TCP/IP

Operating Temperature 0-50°C

Storage Temperature -20-60°C

Humidity 0-80% RH

Housing Metal

Weight 0.5 Kg

Dimensions (L x W x H) 20x8x2.5cm
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Rack Mounting

For convenience and flexibility, the CN-6000 can be mounted on a system rack.
To rack mount the unit do the following:

1. Screw the mounting bracket into the top or bottom of the unit as shown in
the example diagram below.

2. Screw the bracket into any convenient location on the rack.

Limited Warranty

IN NO EVENT SHALL THE DIRECT VENDOR’'SLIABILITY EXCEED THE PRICE
PAID FOR THE PRODUCT FROM THE DIRECT, INDIRECT, SPECIAL, INCIDEN-
TAL OR CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OF THE
PRODUCT, DISK OR ITSDOCUMENTATION.

The direct vendor makes no warranty or representation, expressed, implied, or statutory
with respect to the contents or use of thisdocumentation, and specially disclaimsitsquality,
performance, merchantability, or fithess for any particular purpose.

The direct vendor also reserves the right to revise or update the device or documentation
without obligation to notify any individual or entity of such revisions, or update. For further
inquires please contact your direct vendor.
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